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Abstract

We study the problem of differentially private linear regression where each data point is sampled
from a fixed sub-Gaussian style distribution. We propose and analyze a one-pass mini-batch
stochastic gradient descent method (DP-AMBSSGD) where points in each iteration are sampled
without replacement. Noise is added for DP but the noise standard deviation is estimated online.
Compared to existing (¢, §)-DP techniques which have sub-optimal error bounds, DP-AMBSSGD
is able to provide nearly optimal error bounds in terms of key parameters like dimensionality d,
number of points NV, and the standard deviation o of the noise in observations. For example, when
the d-dimensional covariates are sampled i.i.d. from the normal distribution, then the excess error
of DP-AMBSSGD due to privacy is % (1+ EQdN ), i.e., the error is meaningful when number of
samples N = (d log d) which is the standard operative regime for linear regression. In contrast,

error bounds for existing efficient methods in this setting are: (’)(Efw), even for o = 0. That is, for
constant ¢, the existing techniques require N = Q(d\/&) to provide a non-trivial result.

1. Introduction

Machine Learning (ML) models are known to be susceptible to leaks of sensitive private information
of individual points in the training data. In fact, this risk is non-trivial even for problems as simple
and canonical as linear regression (Hsu et al., 2012; Dieuleveut et al., 2016; Jain et al., 2018).

Several existing works have studied privacy preserving linear regression and more generally,
private convex optimization with differential privacy as the privacy notion (Chaudhuri et al., 2011;
Kifer et al., 2012; Bassily et al., 2014; Song et al., 2013; Bassily et al., 2019; McMahan et al., 2017;
Wu et al., 2017; Andrew et al., 2021; Feldman et al., 2020; Bassily et al., 2020; Song et al., 2020;
Iyengar et al., 2019). While tight upper and lower bounds are known for generic problem classes
(e.g., convex Lipschitz losses, and strongly convex losses) (Bassily et al., 2014, 2019), surprisingly,
the popular special instance of linear regression is much less mapped (Smith et al., 2017; Sheffet,
2019; Liu et al., 2021; Cai et al., 2021).

In this paper, we study the problem of DP linear regression (DP-LR) and provide (nearly) optimal
excess population risk guarantees under standard assumptions, i.e., the data is sampled i.i.d. from
a sub-Gaussian distribution. In particular, we study the following problem: Consider a dataset
D = {(x0,%0);-- -, (XN—1,yn—1)} drawn i.i.d. from some fixed distribution D with H = E [xx"].
Without loss of generality, y = (x,w*) + z where E [z - x] = 0 and E [2?] = ¢?. The goal in
DP-LR is to output a model w iy that preserves privacy and also approximately minimizes the excess
population risk i.e., £(Wpriv) — £(W™), where,

£(w) = 5Egynlly — x,w))?)
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Now, even for the above set of assumptions, the existing polynomial time methods require
N > d+v/d for them to be non-vacuous (for constant z). Recent work by Liu et al. (2021) indeed
obtains strong error rates similar to our results, however their proposed method is exponential in d
and V. In contrast, our methods are linear in both d and N.

The key issue in most of the existing works is that the global Lipschitz constant of £ scales
as (x,w — w*) < |[|x]|2||w — w*||2 which implies that sensitivity of gradient would already have
O(d/N) term that leads to rate of dv/d/N as d-dimensional noise vector with O(d/N) standard
deviation has norm of the order: dv/d/N. This issue recurs in most of the existing works, as
intuitively they try to ensure that all the directions of covariance are privacy preserving, while our
goal is to ensure only direction along w* is differentially private.

In this work, we propose a method DP-SSGD (DP-Shuffled SGD) to get around this challenge by
using a one-pass noisy SGD method that samples points without replacement and uses tail averaging.
As we take only one-pass over the shuffled data, we can ensure that the ¢™" iterate wy is completely
independent of the sampled x; and hence, w; are independent in each iteration. This implies that
(x, w) can have a significantly tighter bounded for sub-Gaussian style distributions. In fact, we can
separate the loss using standard bias-variance decomposition of the loss (Jain et al., 2018). This
decomposition along with amplification by shuffling (Feldman et al., 2021), ensures that the excess
risk £L(Wpriy) — L£(w*) of the method is bounded by O(c%d/N + (1 + 02)d?/<2N?)!. However,
the proposed method has three issues: a) the sample complexity of the method is N = (NZ(d2), b)
requires ¢ < 1/4/N, and c) the second term is sub-optimal w.r.t. o.

To address the above mentioned weaknesses with DP-SSGD’s analysis, we modify DP-SSGD to
obtain a new method — DP-AMBSSGD (DP-Adaptive-Mini-Batch-Shuffled-SGD) — which divides
the data into mini-batches and runs one pass of shuffled mini-batch SGD but where the noise is set
adaptively according to the excess error in each iteration. For this method, we can obtain excess risk
of the form O(o2d/N + o2d? /e2N?) with sample complexity N > dlog? d. That is, the proposed
method is efficient with time complexity of only O(/Nd) while still ensuring nearly optimal error
rate that matches the lower bound in Cai et al. (2021), up to constants and condition number factors.

Below we provide an informal version of this result in a simplified setting.

Theorem 1 (Informal result) Let x; ~ N(0,I) and y; = (x;,w*) + z;, for w* € R? and
zi ~ 0N (0,1). Then, there exists a method for DP-LR that guarantees (e, §)-DP, has time-complexity
O(Nd) and has excess risk bounded by (with probability > 1 — 1/N1% over randomness in data
and algorithm) :

d ~ d?
* 2 2 . 3
E(Wpriv) — £(W ) S 8c N + @) <0' 5:2]\[2) s lfN Z leg d.

As mentioned above, the excess risk bound matches the lower bound by Cai et al. (2021). Furthermore,
the algorithm is optimal in terms of time complexity. Finally, in the same setting, existing methods

(Cai et al., 2021) have an excess risk bound of 02% + W‘# if N > d3/2. Note that the
above bound is significantly sub-optimal for ¢ < v/d which is a fairly practical setting. Also note
that the bound in Cai et al. (2021) is stated only in the setting of ¢ > v/d. Hence the claim of
matching upper-lower bounds by Cai et al. (2021) hold only for specific setting of ¢. In contrast, our

result holds for all range of o, especially for theoretically and empirically important settings of small

1. In w(-), O(-), and Q(-) we hide polylog factors in N and (1/5).
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o. Furthermore, while Wang et al. (2017) also claims optimal dimension dependence in excess risk
bound, their results (and the ones cited within) hide factors corresponding to the Lipschitz constant
(L) of the least squares function. As mentioned above, L can scale as ||x||2||w™*||2, and thus would
have an additional factor of v/d for the standard Gaussian distribution. Clearly, when ¢ > \/& / \/N ,
the first term dominates and hence one can assume that the privacy is for "free” asymptotically.
Otherwise, when £ = cv/d/v/N (with ¢ < 1), the asymptotic bound translates to O(d/cN), i.e., DP
does a sample size reduction from N — cN. This is common for DP-ERM. Finally, our results lead
to optimal variance error, similar to non-private versions. Moreover, while the privacy related error
term (second error term in Theorem 10) is optimal in d, IV, ¢, it has an additional dependence on
r—the conditional number of H = E [XXT] . For first order methods, we do expect such a factor to
be present due to composition theorems, but it is not clear what is the optimal dependence on & for
the privacy related error term. We leave further investigation into this factor for future work.

1.1. Our Algorithms

DP-Shuffled SGD (DP-SSGD): Our first algorithm is a fairly straightforward adaptation of standard
DP-SGD (Song et al., 2013; Bassily et al., 2014), where we make a single pass over the dataset with
single data sample mini-batches, along with appropriate clipping of the gradients® and addition of
Gaussian noise. Finally, we output the average of last N/2 models produced by the algorithm. To
have strong privacy guarantee, we randomly shuffle the dataset D prior to running the algorithm.
Using the by-now standard tool of privacy amplification by shuffling (Ulfar Erlingsson et al., 2019;
Feldman et al., 2021), we amplify the overall privacy guarantee (as compared to the analysis for the
unshuffled dataset) by a factor of ~ 1/+/N. With this tool in hand, it is not hard to show that one

needs to add noise O <L) to satisfy (e, d)-DP as long as € < ﬁ, where ( is the clipping norm

N
of the gradients (Abadi Z}/;., 2016). Furthermore, using the bias-variance decomposition analysis of
the linear regression loss (Jain et al., 2018), one can show that setting ¢ = 9] (0\/d) ensures a excess
risk of O(02d/N + (1 + 02)d?/e2N?). For small values of the privacy parameter e, this bound is
optimal assuming the standard deviation of the inherent noise is ©(1). However, the proposed method
has three major drawbacks: a) requires ¢ < 1/ VN, b) the sample complexity of the method is
N > Q(d?) because of the upper bound on ¢, and c) the second term in the error is sub-optimal w.r.t.
o. To that end, we propose Algorithm DP-AMBSSGD (DP-Adaptive-Mini-Batch-Shuffled-SGD) to

address each of these issues.

DP-Adaptive-Mini-Batch-Shuffled-SGD (DP-AMBSSGD): This algorithm is based on the tradi-
tional DP-SGD framework (Differentially Private Stochastic Gradient Descent) (Song et al., 2013;
Bassily et al., 2014; Abadi et al., 2016). For a mini-batch of data samples D; = {(x;,v;) ?;é,

DP-AMBSSGD does a state update of the form w1 < w; — n(% > clipg, (x - ((x,wy) —
(xvy)eﬁt

y))+N (O, 40;)22@2) ) where « is called the noise multiplier (which is a function of only the number

of iterations and the privacy parameters (e, 9)), (; is called the clipping norm, and clipc(u) =
vV - min {1 S } The key idea behind the design of DP-AMBSSGD is to adaptively choose the

" vl
clipping norm (; s.t. a “overwhelming majority” of the gradients do not get clipped at any time step ¢.
Observe that as one gets closer to the true model w*, the norm of the gradient of the linear regression

2. Clipping of a vector, corresponds to scaling down a vector to a fixed £2-norm ¢, if its norm exceeds (.
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loss at an data point (x,y) approximately scales as [E [||x||,] - o, where o is the standard deviation
of the inherent noise. Since, o and E [||x||,] are unknown, one cannot use this as a proxy for the
clipping norm. We circumvent this issue as follows, at each time step ¢ we estimate a threshold (;
(via a DP algorithm) s.t. the norms of 99% of the gradients in the mini-batch fall below ;. We then
use (; as the clipping norm in the standard DP-SGD algorithm. We call the combined algorithm
DP-AMBSSGD. As the training progresses and w; gets closer to the true model w*, concentration
bound on (; provably gets smaller and hence the noise added to ensure DP also progressively reduces.
Using the same bias-variance analysis of DP-SSGD above will result in Theorem 10 that addresses
all the three issues in Algorithm DP-SSGD. The privacy analysis follows from standard adaptive
composition properties of DP (Bun and Steinke, 2016).

It is worth mentioning that such an iterative localization/clipping idea was also used in the context
of mean estimation (Biswas et al., 2020). (Kamath et al., 2018) also previously used similar ideas for
covariance estimation while (Feldman et al., 2020) used localization in a DP-SCO context.

It is also worth mentioning that the idea of adaptive clipping in DP-SGD has been empirically
demonstrated to be beneficial (Andrew et al., 2021), but to our knowledge, DP-AMBSSGD is the
first to formally demonstrate its advantage over fixed clipping.

1.2. Paper Organization

We present related works to our work in next subsection. We then define the problem and required
notations in Section 2. Next, we present the one-pass SGD method and it’s analysis in Section 3.1.
We then present our main result and the algorithm in Section 3.2. Finally, we conclude with a
discussion of our results and several exciting future directions.

1.3. Other Related Works

Differentially private empirical risk minimization (DP-ERM) is probably one of the most well-

studied subfields of differential privacy (Chaudhuri et al., 2011; Kifer et al., 2012; Bassily et al.,

2014; Song et al., 2013; Abadi et al., 2016; Bassily et al., 2019; McMahan et al., 2017; Wu et al.,

2017; Iyengar et al., 2019; Pichapati et al., 2019; Andrew et al., 2021; Feldman et al., 2020; Bassily

et al., 2020; Song et al., 2020). The objective there is to solve the following problem while preserving
N-1

DP: argmin % Y. ¢(w;d;), where D = {dy, ... ,dy_1} is the dataset. When the loss function
wel =0

¢(-;-) is convex, tight excess population risk bound of L ||C|[, - W (ﬁ + g{f) is known under

(e,9)-DP (Bassily et al., 2019, 2020), where L is the ¢2-Lipschitz constant of the loss function
¢(-;-) and C is the diameter of the convex constraint set. The algorithm that achieves this bound is
essentially a variant of differentially private stochastic gradient descent (DP-SGD) (Song et al., 2013;
Bassily et al., 2014), or objective perturbation (Chaudhuri et al., 2011; Kifer et al., 2012). For the
problem of linear regression considered in this paper, it is not hard to observe that L &~ d when the
constraint set ||C||, = O(1). This means the sample complexity for the excess population bound
above is N = ﬁ(dz). One can take a direct approach, and perturb the sufficient statistics for linear
regression (Smith et al., 2017; Sheffet, 2019) and achieve a sample complexity of N = §~2(d3/ 2).
In this work we show that if the feature vectors are drawn from d-dimensional standard Normal
distribution, we can get an excess population risk of 0) % + Sf% , which translates to a sample

complexity of N = ﬁ(d) For DP sparse principal component analysis (PCA) (Chien et al., 2021),
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and for mean estimation (Brown et al., 2021; Liu et al., 2021), similar improvements on the sample
complexity were observed in prior works under “Gaussian” like assumptions. To the best of our
knowledge, the techniques in these papers are complementary to ours, and cannot be used for the
problem at hand.

A crucial component of our algorithms is that it makes a single pass over the data, after the
dataset has been uniformly permuted. Our algorithms are thus an addition to the growing list of
single pass algorithms (Feldman et al., 2020; Bassily et al., 2020) that achieve optimal population
risk under (¢, §)-DP.

2. Problem Definition and Preliminaries

Let D = {(x0,v0), (x1,¥1), --., (Xn—1,yn—1)} be the input dataset with each point (x;,y;)
sampled i.i.d. from a distribution D. Given D, the goal is to learn w* that minimizes the Least
Squares Regression (LSR) problem:

1
(LR) : wh = argvgninﬁ(w) = 2ix gND [(y — <x,w>)2] . (1)

Furthermore, the goal is to ensure that w* is privacy preserving (see definitions below). Without loss
of generality, we have:

yi = (x;, W*) + z;, where E [z;x;] = 0, and E [27] = o”.

For simplicity, we assume that z is independent of x. Note that our results hold for general case
when z is dependent on x with appropriately defined notation but for simplicity of exposition, we
focus only the independent case.

We now discuss our notations and then later specify assumptions for the input distribution D.

Notations: We use boldface lower letters such as x, w for vectors, boldface capital letters (e.g. A,
H) for matrices and normal script font letters (e.g. M, 7)) for tensors. Let ||A||2 denote the spectral
norm of A and ||v||2 denote the Euclidean norm of v. Unless specified otherwise, ||A|| = ||A||2 and
VIl = [[v]lo- Also, [x][a := [A2x] and [|M]|s == [|A~/2MA =]

Let H := E [xx '] be the second-moment matrix and let M := E [x®@x®x®x] be the fourth
moment tensor. 7 ® a denotes outer product of 7 with a. Let i be the smallest eigenvalue of H.
Let R, be the smallest R which satisfies E [||x[|3xx"] < R?E [xx"|. This implies E [||x||3] < RZ.
Finally, let ¥ = E [(y — (x, w*))?xx "] be the error “covariance” matrix.

Definition 2 ((H, K>, a, §)-Tail) Let both H and M exist and are finite. Also, let . > 0 and
k = ||H|l2/p < oo. A random vector x satisfies (H, K, a, 3)-Tail if the the following holds:

* da > 0 s.t. with probability > 1 — 3,

IxI3 < E [|xI13] - 10g>(1/8) < B2 - 10g™(1/8), @

%, V)2 )/ _
—_— 1. 3
o <<K§HHH2 = ®
That is, from (2) and (3), for any fixed v, w.p. > 1 — j3:
({x,v))? < K3|[H|l2[|v[* log®*(1/5). 4)

e We have,

max E
v, [lvil=1
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We assume the distribution on feature vectors x ~ D satisfies (H, Ko, a, 3)-Tail, and the inherent
noise z satisfies (021, Ko, a, 3)-Tail. Note that if both x and z are sampled from a normal distribution
then the above requirements are satisfied for = 1/2. Beyond sub-Gaussian, notice that Definition 2
captures a more general classes of distributions like subExponential (when we set a = 1).
Notation of Privacy: In this work, we operate in the standard setting of differential privacy
(DP) (Dwork et al., 2006b,a) in the replacement model. In this paper, we assume ¢ = O(1),
and 0 = O(1/poly(N)), where N is the data set size. The formal definition is below.

Definition 3 (Differential privacy (Dwork et al., 2006b,a)) A randomized algorithm A is (,0)-
differentially private if, for any pair of datasets D and D’ differ in exactly one data point (i.e., one
data point is present in one set and absent in another for both D and D'), and for all events S in the
output range of A, we have

Pr[A(D) € 8] < e - Pr[A(D) € 8] + 6,
where the probability is taken over the random coin flips of A.

In the privacy analysis we use zCDP (zero-Concentrated Differential Privacy (Bun and Steinke,
2016)) for privacy accounting. However, we state the final privacy guarantee always in terms of
(€, 9)-DP. For completeness purposes we define zZCDP below:

Definition 4 (zCDP Bun and Steinke (2016)) A randomized algorithm A is p-zCDP if for any pair
of data sets D and D' that differ in one record, we have D, (A(D)||A(D’")) < pa for all a > 1,
where D, is the Rényi divergence of order .

3. Private Linear Regression

Recall that the goal is to find the optimal linear regression parameter vector while preserving
differential privacy of each individual point (x;, y;). As mentioned earlier, existing techniques like
DP-SGD (Abadi et al., 2016) suffer from error rates that require N > dv/d to be non-vacuous.
Furthermore, it seems that the issue is fundamental to the method and the excess risk bounds are
unlikely to improve by better analysis. For example, in DP-SGD, one needs to add noise proportional
to the gradient of a randomly sampled point with replacement. Now, gradient of the loss term
corresponding to the it data point is: VyL;(w) = ({x;, W) — y;)x;. As x; is sampled with
replacement, w can be dependent on x; (e.g. if the same index ¢ is sampled twice in a row). This
implies, that (x;, w) might be as large as ||x;||2||w||2. That is, for the simple setting of x; ~ N (0, I),
|VwLi(w)||, ~ d which implies O(d/N) noise would be required in each iteration of DP-SGD
which leads to an additional error of dv/d/N in the estimation of w*.

The above observation provides a key motivation for our algorithm. In particular, it is clear that
sampling with replacement can lead to challenging dependencies between the current iterate w and
the sampled point. Instead, if we sample points without replacement and take only one pass over
the data, then at each step w is independent of x;, which implies significantly better bound on the
per step gradient. Naturally, the error bound can suffer if we take only one pass over the data. But
by using some recent results (Jain et al., 2018, 2017) along with techniques like tail averaging, we
provide nearly optimal excess risk bounds.

In the section below, we use the above intuition to propose the DP-Shuffled SGD (DP-SSGD)
method and provide analysis of the algorithm. However, our result for the proposed method holds
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only for ¢ < 1/v/N, and has sub-optimal sample complexity. To alleviate these concerns, we modify
the proposed method using mini-batches of data which provide a nearly optimal error bound without
significant restrictions on privacy budget €.

3.1. DP-Shuffled SGD

In this section, we present DP-SSGD (Algorithm 1) which is primarily based on DP-SGD with
random shuffling i.e. sampling without replacement. That is, we first randomly permute the data
points (Step 2). We then take one pass over the dataset, and update w by gradient descent with the
loss term corresponding to each data point. To ensure differential privacy, we clip the gradient norm
to at most ¢ and add Gaussian noise with standard deviation 21« (Step 6). Finally, we output the
average of the last half of the iterates (Step 8).

Algorithm 1 DP-SSGD: DP-Shuffled SGD
Input: Samples: {(x;, yz)}f\i 1, Clipping Norm: ¢, DP Noise Multiplier: «, Learning Rate: 7
Randomly permute {(x;,y:)}i "
Initialize wg < O
fort=0...N—1do
Sample g; ~ N (0, Ixq)
Wil ¢ Wi — n( clip (x¢ ((x¢, wi) —yt)) +a-2¢- gt> where clip; (v) = v - min {1, ﬁ}
end for
Return: w := 2 EiN/QH Wy

e S A Al > e

We first show that Algorithm 1 is (e, §)-DP. The proof follows using (Feldman et al., 2021,
Theorem 3.8) which analyzes DP composition with “randomly shuffled” data.

Theorem 5 Suppose we apply DP-SSGD (Algorithm 1) on N input samples with noise multiplier

o= Q(%). Then it satisfies (e, d)-differential privacy with € = O( W).
Remarks: Note that the privacy budget ¢ is restricted to be ¢ < 1/ V/N because ¢ has to be less
than 1 in each iteration to satisfy technical requirements of Feldman et al. (2021). Also note that the
privacy guarantee holds irrespective of data distribution D. Finally, clipping parameter ¢ as well as
learning rate 7 requires knowledge of certain key quantities about the dataset and D. In practice, we
would need to estimate these quantities while preserving privacy. There are standard approaches for
such hyperparameter tuning (Liu and Talwar, 2019; Papernot and Steinke, 2021). However, being
consistent with prior literature on DP optimization, and to highlight the key points of our approach,
throughout the paper we assume a priori knowledge of the hyperparameters. Further, the largest and
smallest eigenvalue of Hessian can be estimated in a differentially private manner using standard
sensitivity analysis with output perturbation, since the sensitivity of eigenvalues is constant if the
feature vector have constant norm. Under our sample complexity assumption, the rates remain the
same up to constants. Now, we present the error bounds for our method.

Theorem 6 Let D = {(x;,y:)}N " be sampled i.i.d. with x; ~ D satisfying (H, K2, a, 3)-Tail,
and the distribution of the inherent noise z satisfies (02, Ko, a, 3)-Tail with 3 = ﬁ. Let w* be the
optimal solution to the population least squares problem, k be the condition number of the covariance
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matrix H, and E [Hxﬂg] < R2 (refer Section 2 for details about the notations and assumptions).

c e g . B . . . . 1 c1 . 1 . 1
Initialize parameters in DP-SSGD as follows: stepsize n = min {TR% g e TN KERER dal g
. .. log(N,
bgﬁﬁ . R%QD}, where c1, co > 0 are global constants, noise multiplier o = . 5 N = O(%)

and clipping threshold ( = 4KyR, - log?* N - (\/|[H||2|W*|| + ko). Then, the output % of
DP-SSGD achieves the following excess risk w.p. > 1 — 1/N1% over randomness in data and
algorithm:

o%d  d*log?(N/6)

L(W) — L(w*) < 6<W + 55

KR (W [+ 0%)),

assuming N > Q(

rdlog?t ! (kd) log(1/6) )
. .

Remarks:

i) The error bound consists of two terms. The first term corresponds to the error due to noise in
observations, which is minimax optimal up to a factor of 2. The second term corresponds to the error
incurred due to the noise added for preserving privacy.

ii) Note that the error term corresponding to privacy budget for existing methods (Cai et al., 2021;
Bassily et al., 2019; Wang et al., 2017) is = %. That is, the error term is O(d) worse than
our result. Furthermore, as analyzed in Corollary 7, for standard setting where each x; ~ N (0, 1)
and y; = (x;, w*), existing results imply error bound of % in contrast to our bound of %.

iii) Theorem requires ¢ to scale as 1/+/N which is restrictive in practice. Furthermore, under such
restriction, the sample complexity of N is N > x2d? which is also sub-optimal. Finally, note that

the error term is independent of o and hence even when o = 0, the error term is non-trivial.

Corollary 7 Consider the setting of Theorem 6. Let x; ~ N'(0,I) € RY, i.e., R2 = d and = 1.

£

Let y; = (x;, W*) + 2; where z; ~ N'(0,02). Then, assuming N > d*log Tog(173)° e have:

1. DP-SSGD with parameters n = 1/4d, ¢ = v/d+\/|w*||2 + 02log N, a = % is (£,0)-

DP where ¢ = (’)( W).

2. The output W satisfies the following risk bound w.p. > 1 — 1/N': (W) — L(w*) =
~ 2 * (|2 2
O (%2 + LU 10g2(N/6) ).

Below, we provide a proof of Theorem 6. See Appendix A for the supporting lemmas and their
detailed proofs.

Proof [Theorem 6] Consider the event: £ = {||x:((x¢, ws) — y¢)|| < ¢,V 0 <t < N —1}. Note
that by Lemma 19, Pr(€) > 1 — ﬁ Now, if £ holds, then DP-SSGD does not have any clipping.
Thus, under £, by Lemma 8:

£(w) — L(w) < Fexp (= BN w2 + FT(H (S +4C0D) + & - 2% dl|S + 4¢2a |,
)
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where & = E [2?xx"|. Note that || 2|2 < o?|/H]||2. Using ¢, a, 1 as defined in the theorem, we
have (assuming event &):

2
e e“N d,. .2 2
: -N | =||w + —o°d
2R2 K2rdlog?(N/6)log™ "> N ) Il e
128d R2 K2k 1og** N(||[w*||% + 02) log?(N/9)
+ pue2 N2

L(w) - £(w") < exp (—

. (6)

Theorem now follows by using the sample complexity bound on N, the fact that R2 < d||H||2,
k = ||H||2/p and by combining the above inequality with Pr(£) > 1 — 1/N1%, [

Lemma8 Let D = {(x;, i)} " be sampled from distribution D; see Section 2 for the notations

and assumptions about D. Let w* minimize the population squared loss. Let W be the output of

DP-SSGD (Algorithm 1) s.t. there is no gradient clipping at any step and n < ﬁ. Then we have:

2 2
L(W) — L(w*) < Beemm(HD) w2 4 L ljﬁgiduz +4Ca |1 + & Tr(HY(E + 4¢2a%)).

See Appendix A for a detailed proof of the above lemma and the other supporting lemmas.

3.2. DP-Adaptive Mini-batch Shuffled SGD

Theorem 5 indicates that DP-SSGD only applies in the setting where ¢ is small which can be
restrictive for practical usage. The key challenge is that shuffling amplification results along with
privacy composition over T iterations require per-iteration privacy budget to be less than 1/ VT. As
T = N for DP-SSGD, it implies that ¢ = O(1/v/N).

So the key challenge is to be able to reduce the number of iterations despite one-pass shuffling
so that we do not have additional d factors. To this end, we process a batch of points in each
update of shuffled SGD instead of using a single point per iteration as in DP-SSGD. As mentioned
above, another weakness in the result of DP-SSGD is that the error bound does not vanish even for
vanishing noise variance o — 0; recall that o is the variance of noise in observations E [2?]. We
fix this issue by adaptively estimating the clipping threshold for the gradients. Note that a similar
technique was used by Biswas et al. (2020) but in a different context of mean estimation.

See Algorithm 2 for a pseudo code of our method. The algorithm randomly shuffles the data
(Step 2) and takes one pass over it. The N data points are divided into T = « log IV batches of size
b+ s, where £ is the condition number of H = E [xx'], i.e., k = |[H||2/p. Each iteration first
estimates the clipping threshold (; while preserving differentially privacy. Ideally we require (; to be
large enough so that it does not lead to any thresholding (with high probability). The gradient of a
given point (x,y) is x((x, w;) — y). Furthermore, by using the sub-Gaussian style assumptions on
D (see (3), (2)) we have ((x, w;) —y)? < E [((x,ws) — y)?] - log® NV if x, y are independent of wy.
If w; ~ w*, then the above quantity decreases to around o> which is desired to get stronger bounds.

To estimate (;, we use DP-STAT method (see Algorithm 3) which employs a standard technique
from the private statistics literature to approximately estimate the highest value in the dataset. At a
high level, DP-STAT ( Algorithm 3) exploits the fact that a single point cannot significantly perturb
say 99" percentile of a given batch of points, and adds noise appropriately.
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Algorithm 2 DP-AMBSSGD: DP-Adaptive-Mini-Batch-Shuffled-SGD

1: Input: Samples: {(x;,y;) ?;61, Learning Rate: 7, DP Noise Multiplier: «, Batch Size: b,

Expected x Norm: R,, Domain Size: B, Stat Sample Size: s

2: Randomly permute {(x;, y;) z‘]\;_ol

32 T=N/(b+s)

4: wg < 0

5:fort=0...T —1do

6: T+ (b+ )t

7. v < DP-STAT ({(x;, i) Z;‘_S,Wt, B, s,a, B/N?)
8: CtFRx"}/t-lOgaN

9:  Sample g; ~ N(0,1xq)

Wipl & Wy — 1) <% Z?;é Clipg (Xrtsti((Xrgsti> We) — Yrysti)) T 3 gt> where

-
e

cipg() = -min {1, 1)
11: end for
12: Result: w := % Z?,:T/Hl Wy

Algorithm 3 DP-STAT: Private Estimation of Approximately Maximum

1: Input: Samples: {(x;,y;)}5_,, Parameter: w, Domain Size: B, Stat Sample Size: s, Noise
Multiplier: «, Discretization Width: A
Yo < A.
fori € {0,...,[logy(B/A)]} do
¢ {067, w) — 93] < %25 € {0, 5} conv - ¢+ N0, [logy (B/A)]0?).
if cpriv < s then ;1 < 2 -, else break.
end for
return ypriy < ;.

N RN

After estimating (; (Step 7, Algorithm 2), we select the next batch of points and apply the
standard mini-batch SGD update but with added Gaussian noise of standard deviation 2n(;cr/b where
« is the standard noise multiplier to ensure differential privacy (Step 10). Finally, we output w which
is the average of the last 7'/2 iterates (Step 12).

Theorem 9 Algorithm DP — AMBSSGD with noise multiplier « satisfies %—zCDP, and corre-

2\fiog(1/5)+
(/0

Furthermore, if ¢ < log(1/6), then o > 7”8105(1/6) suffices to ensure (g, §)-differential privacy.

spondingly satisfies (e, 6)-differential privacy when we set the noise multiplier o >

Remarks: The privacy proof follows by combining privacy analysis of clipped SGD with that of
approximate maximum estimation (DP-STAT). Since each data-sample is observed in only one
mini-batch and the algorithm DP-AMBSSGD takes only a single pass over the entire data (and by
implication only a single pass each data point), we use parallel composition property of DP to avoid
the v/T factor which would have manifested when employing sequential composition. Further, our
algorithm and result holds for any &, in contrast with the ¢ = O(1/+v/N) requirement of DP-SSGD.
We now present the excess risk bound for DP-AMBSSGD.

10
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Theorem 10 Ler D = {(x;, yi)}ﬁi_ol be sampled i.i.d. with x; ~ D satisfying (H, Ko, a, 5)-Tail,
and the distribution of the inherent noise z; satisfies (02, Ko, a, 3)-Tail with 3 = ﬁ Let w*
be the optimal solution to the population least squares problem, k be the condition number of the
covariance matrix H, and E [||XH§:| < R2 (see Section 2 for notations and assumptions).

b
ﬁ)
stepsize ) = m, number of iterations T = ¢y log(N) where ¢c; > 0 is a global constant,
domain size B = KyR,(|w*||g + 0)1og?* N, and noise multiplier o = 7”8105(1/5). Then, the
output W achieves the following excess risk w.p. > 1 — 1/N1% over the randomness in data and
algorithm:

Initialize parameters in DP-AMBSSGD as follows: batch size b = % — s, stat sample size s =

— N100 N

802d  ~ (o%k2d*log(1/9)
#0 (T,

assuming N > () <,<;2d <1 + bgs(U‘S)))

Remarks: i) Note that the excess risk bound has three terms. The first term depends on || w* /g
but is polynomially small in N. The second term matches the information theoretically optimum
rate (up to constant factor) for non-private linear regression. Finally, the third term is approximately
o?d?/(eN)2.

ii) Up to the first term which is 1/N1% and up to x, log IV factors, the bounds match the lower bound
of 02d/N + 02d?/(¢2N?) by Cai et al. (2021). Note that the first term is present as DP-AMBSSGD
can take only pass over the data. However, by using DP-SGD with initialization wgy < W, and
running the algorithm for log(/N /o) iterations, we can get rid of the first term. One key observation
here is that, as the error term dependent on ||w*||g is already small, the additional d term introduced
by DP-SGD is inconsequential to the overall bound. As the DP-SGD part is relatively standard, we
do not present the above mentioned argument in this paper. B

iii) The result holds for nearly optimal sample complexity of N = ) (d), ignoring « and log N factors.
This matches the sample complexity bound for non-private linear regression as well. Furthermore,
time complexity of our method is O(Nd) which is linear in the input size.

iv) The leading term in the error bound corresponding to the MLE error of 02d/N is independent of «
and log NV factors. But the last term as well as sample complexity depends on . The exact dependence
can be optimized by more careful analysis. Furthermore, using a slightly more complicated algorithm
that forms multiple batch sizes and tail averaging in each phase can perhaps further reduce dependence
on k. However, it is not clear if the dependence can be removed completely; we leave further
investigation into dependence on « for future work.

v) Consider the standard setting of linear regression with x ~ A (0,I) and z ~ o N'(0, 1). Here, our
bound is given by the below corollary which is nearly optimal up to the first term and log IV factors.
Our second term is smaller then existing results for the same setting by O(d) and a o2 factor.

vi) We want to clarify that the DP guarantees should hold over worst-case data sets whereas the
high-probability that gradient clipping does not happen is over the randomness of the data. In our
privacy analysis, one cannot exploit this randomness and get rid of the clipping. However, if clipping
indeed happens, one can exactly quantify the clipped loss as a Huberized version of the least squared
error loss on individual data points. (For a detailed discussion, See (Song et al., 2020, Section 5.1))

11
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Corollary 11 Consider the setting of Theorem 10. Let x; ~ N'(0,1) € RY, i.e., R2 = dand k = 1.
= (x, w* : : 2 - 0 Vlog(1/9)

Let y; = (x;,W*) + z; where z; ~ N(0,0%). Then, assuming N > Q ( d(1+ ) |, we

have:

1. Algorithm DP-AMBSSGD with parameters n = 1/4d, o = 7”8105’(1/5) is (¢,9)-DP.

2. The output W satisfies the following risk bound:

L(W) — L(w") < H;HLO%{ + SCJZ\?Q <1 +0 <W>> '

Proof [Theorem 10] Let ' = Q <Vloi(1/6) -log N > Then, using Lemma 12, with probability

> 1—1/N?% atleast s — I points satisfies |(x;, w;) — y;| < ;. Hence, using s = b/10 and
sample complexity assumption, we have: x||w* — wy||}; + o < ~7 with probability > 1 — 1/N2%.
Hence, by setting (; = R.,7:log® N and using assumptions (2), (3), along with the fact that wy is
independent of x, ¢1; for 0 <4 < b — 1, we have (w.p. > 1 — 1/N?00):

1% si (Krtstis We) — Yrsra) [ < G,

for all iterations ¢. That is, with probability > 1 — 1/N'9, the following event holds: £ :=
{thresholding is not required for any point}. Now, using the second part of the utility lemma, s =

b/10, and the sample complexity as above, we also know that v; < K log® N (\/E |lwe — w1 +
o+ A) and A = ”W;)# Hence, the requirement for ¢; given in Lemma 13 is satisfied with

probability > 1 — 1/N1%,

That is, with probability > 1 — 2/N'99 both the above mentioned events hold, i.e., thresholding
is not required for any point, and (; requirement is satisfied for each iteration. Theorem now follows
by applying Lemma 13 conditioned over the above two high probability events. The final expression
in the theorem is obtained by applying sample complexity bound assumption along with fact that
R; < d||H||2 and & = [[H[|2/p.

|

Lemma 12 (DP-STAT) In the following we provide the privacy and utility guarantees:
(Privacy) Algorithm DP-STAT satisfies -5-zCDP.

2a?
(Utility) Let I = a\/2log(B/A)log(log(B/A)/B). Now, w.p. at least 1 — /3, Algorithm DP-STAT
outputs Yoriy S.t. |{| (xi, W) — vi| < Ypriv: 1€ {0,...,s}} >s—T, and
{1 (xi, w) — 5| <max {25* A} :i€{0,...,s}}| <s—T.

Lemma 13 Let D = {(x;, yz)}f\i 61 be sampled from distribution D; see Section 2 for the notations
and assumptions about D. Let w* be the optimal solution to the population least squares problem.
Let W be the output of DP-AMBSSGD (Algorithm 2) s.t. there is no gradient clipping at any step,
n < m, batch size b, total number of iterations T s.t. T - (b+s) = N and T = c¢1klog N

12
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2 S 2450 R2 K3k log*® NTr(H)

m . Then we have:

where c1 > 0 is a global constant and (% — s)

_ . 4 _ 962
£ = L) < (372 ™ + 70
(Il | 2 2410

T HE
N701“+ub r(HX) + 0

K2R%klogh NTr(H—l)) :

K2R?1og' N(o? + A2)Tr(H))

8 1202
+ = (Tr(H_12) + T“K%Ri loge N (0% + AQ)Tr(H_l)),

where (; < R,K;log?® N(ﬁ”wt —w'g+o+ A) and A = ”WN‘#

See Appendix B for a detailed proof of the above lemma and the other supporting lemmas.

4. Conclusions

We studied the problem of differentially private linear regression, and proposed a novel algorithm DP-
AMBSSGD based on mini-batch shuffled SGD with adaptive clipping. The method can guarantee
nearly optimal error rate in terms of d, IV, o, and ¢, for sub-Gaussian style distributions, a significant
improvement over existing risk bounds for polynomial time methods. However, our results depend
critically on the condition number ~ of Hessian [E [XXT] . An investigation of both the lower bound
as well as the upper bound w.r.t.  is an important future direction. Furthermore, removing log
dependencies in the analysis is interesting. Finally, generalizing our techniques to obtain optimal
error rates for generalized linear models like logistic regression should be of wide interest.
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Appendix A. Missing Proofs from Section 3.1

A.l. Proof of Privacy Guarantees
A.1.1. AUXILIARY LEMMAS

Here we present a few auxiliary results which will be used in proving our DP-SSGD guarantees.

Lemma 14 FEach update step of DP-SSGD (Algorithm 1) is (g, 0¢) private if o = % where

c > /2log(1.25/d¢) and L is the clipping norm.

Proof Each update step (excluding the DP-noise addition) is of the form:
Wit < Wy — 1 clipe (e ((Xe, We) — 1)),

where clip;(v) = v - max {1, W}
Therefore, the local Ly sensitivity of the w1 can be computed by considering a difference in
the *" iteration data sample as follows:

Ay = HW1,5+1 — Wit
= || elip¢ (x; ({x}, we) — ¥)) — n clipe (x¢ ((xe, We) — w2)) |
< 2n|| clipg (x¢({x¢, we) — e))|
= 2nC.

Using Gaussian mechanism to induce Local Differential Privacy with the above Ly sensitivity
proves the Lemma. n

Theorem 15 (From Feldman et al. (2021)) For a domain D, let R : f x D — S fori € [n]
(where S\ is the range space of R\)) be a sequence of algorithms such that R(")(zl;i,l, isa
(€0, 90)-DP local randomizer for all values of auxiliary inputs z1.;—1 € SW % .o x SO Let
As : D" — S x ... x S be the algorithm that given a dataset x1., € D", samples a uniformly
random permutation , then sequentially computes z; = R (z1.;_1, Tr(i)) for i € [n], and outputs
Z1:m- Then for any ¢ € [0, 1] such that g < log <W(2/5)>’ As is (g,8 + O(e°6gn))-DP where ¢
is:
e = 01— ooy (LB | Ty

NG Ry

A.1.2. PROOF OF THEOREM 5
Proof We will use Theorem 15 to obtain the stated result. Denoting auxiliary inputs using u, we can
rewrite the update steps of DP-SSGD as a sequence of one step algorithms:

R (ug, (%,)) 1= Wig1 < Wi(uow) — 1 Slipe (Xn(ey ((Knr), We(U0:2)) — Yn(r))) — 20C0Gt,

tth

where 7(t) denotes the t™" iteration sample after randomly permuting the input data.
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From Lemma 14, each R4 (uq., ) is a (g9, 69)-DP local randomizer algorithm with g <

log ( #@@). The output of DP-SSGD is obtained by post-processing of the shuffled outputs

Ug+1 = R(t+1)(u0:t7(xay)) fort € {07"'7N_ 1} —~
Therefore, Theorem 15 implies that Algorithm DP-SSGD is (&, 6 + O(e®69N))-DP such that:

- o0 - (LR )

Now, assume that eg < % The above implies 3 ¢; > 0 s.t.

o e=0 log(1/9) . eeo)

E<c-(1— Vi .
o oo
<er (14 20)— (- o/ L (1 g - L)
—aay bg(]\lf/g)ﬂ%f)' %)

From Lemma 14, we set o = 7V210g£125/60) then each update step of DP-SSGD independently
satisfies (g9, do)-DP. This follows from standard Gaussian mechanism arguments (Mironov, 2017;

Dwork et al., 2006a). In (7) we replace g = V/210g(1.25/50) to obtain the following:

«

R 2log(1.25/80) (1 [log(1/3) 2 \/2108(1.25/60) log(1/3
e<er- g /0)-<* 7og(/)+7)§61_ (1:25/60) (/). ®)
« 2 N N avV/'N
Now to ensure that we satisfy overall (e, §)-DP, we will set 5 = g and 6y = c2 -
universal constant co > 0. From (8) we have the following:
N 21 -1.25-€EN/J) - log(2/6
oy V2IoB(e 125 ENJS) Tog(2]0) o
aV'N
For any ¢ < 1, if we set a = c3 - lof%‘s v log(N/ %) log(l/ 9 for sufficiently large c3 > 0, then

2 log(l 25/60)

from (9) we have € < . Furthermore, we need ¢g = < % due to the assumption in

67

Theorem 15, which will be ensured if we set e = O ( W

This immediately implies for « = <%), DP-SSGD satisfies (¢, d)-DP as long as

e=0 < bg(fw), which completes the proof.
|
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A.2. Proof of Risk Bounds
A.2.1. AUXILIARY TECHNICAL LEMMAS

Here we present a few auxiliary results which will be used in proving our DP-SSGD risk bounds.

Lemma 16 (From Rudelson and Vershynin (2013)) Hanson-Wright Inequality: For any X ~
N (0, X), the following holds fort > 0:

P(|IX|* = Tr(2) + 2VH|[S|r + 2¢]Sllop) < €.

Lemma 17 Let By :=1 — nx;x/ s.t. eachx; € REY nt € {j,...,T — 1} has been sampled i.i.d.
from D. Let z € R? be a vector independent of all B;’s. Then for 3 > 0 and n < ﬁ, we have with
probability > 1 — 3: l

By 1Br_o...Bjz|? < Ze T=0)||g)12.

|+

Proof Notethat( H:;i [IBr-1Br—2...B;z|?]
x,y)~D

= ( IE;: > (BT_lBT_Q e BjZ)TBT_lBT_Q e sz]
x,y)~D L
= E_ zTBjT...BQTLQBQTLlBT_lBT_g...sz}
- E |2'BT...BI_ E [BT,B_}B_ ...B»z}
(x,y)~D | J T Q(XTflny—l)ND Cht e !
< E 2"B] ... B]_,(1—2yH +1R2H)Br 5... sz}
x,y)~D L
S ]%ND [Pmax(I = 20H + n* R2H) [Br—2 . .. Bjz|?]
= Amax (I — 2nH + UZRiH)(xg, ” [IBr_2...Bjz|?]
<(U-n2-nRu) E _[|Brs...Bjzl]
(X,y)N'D
<(1- W)(x B oo [IBr—2...B;z|?] (10)
<...
<

(1= )T ]
eI g,

IN

where in (10), we have used the fact that n < %.
Using Markov Inequality, for 5 > O:

LB IBroy . Baf?]
— Pr{[Br... Bz <=
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Therefore with probability at least 1 — :

IBr_1...Boz|> < —e "T=9)||2|]2.

|

Lemma 18 (From Jain et al. (2017)) If the SGD update step is given by:

Wirl = Wt — 77(Xt(<Xt7Wt> - yt));

then,
1 o . . Tr(C
L W — wolhlwo = w] < )
Q(X,y)wD ’17(T —t4+ 1)
where
1 T
Wt.T ‘= m Zwt’v
=t
1 772R2 n -1
Tr(C < - /T _d|IX =Tr(H *X).
Lemma 19

R S | c2 L
N K3R2k dagﬁ’N’ log??t2 N  R2

Let ) be such that n < min { log4§1+2 } where c1,co > 0 are

global constants and { = 4KoR,, -10g>* N - (\/HHHQHW*H + \/Ea). Furthermore, let & = a5 N

be a function of €,0, N. Then, with probability > 1 — ﬁ, xe((x¢, W) — y)|| < ¢ for all

0<t< N —1; wyis the t*" iterate of Algorithm DP-SSGD.

Proof We will prove the Lemma using Principle of Complete Induction.
Base Case: Check for ¢t = 0.
The norm of the gradient is given by:

[0 ({0, Wo) — yo)|l = [|x0((x0,0) — vo)|
= ||xoyol|
< [|xo|l|yo

< Ry 1og"(1/8:) ( Ko/ TEIallw* [ 1og? (1/ ) + o2 log? (1/5)
— K2R, 10g"(1/62) (VT [w*|[log” (1/ ) + o og" (1/55)).
*.» from Section 2, we have ||x¢|| < Ry log®(1/8;) w.p. atleast 1 — 3, and |yo| = |(x0, W*) + 20| <

|(x0, w*)| + |20] < Kov/|H||2||w*||log®(1/Bw=) + c K21log®(1/5,) w.p. atleast 1 — B+ — So.
As each 3 is 1/poly(N), the Lemma holds.

Induction hypothesis: The Lemma holds for iterations t = 0,...,7T — 1.
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Inductive case: Check att =T
The norm of the gradient at iteration t = T is ||x7({(xp, wr) — y7)||

= |[xrxp(wr — W*) + x727||

< Il (|lxp(wr = w)l + ||z )

< Ry 1og"(1/8,) (Kav/TH]allwr — w*|[1og" (1) Buy ) + o K2 log"(1/6,))

— KR, log? N (V/[H | wr — w'| + ), (1)
since each (3, Bw,, Bo is 1/poly(IN). Therefore, we need to find a bound on ||wp — w*||.
As ¢ has not been exceeded in iterations t = 0, ...,7 — 1, we have the following decomposition

at iteration 1" — 1:
wr — W' =wr_] — W' — 77( clipe (x7—1({(x7-1, Wr—1) — yr-1)) + QCOégT—1>

=wr_1 — W' — U(XT71(<XT717WT71> —yr—1) + QCOZngl)

= (I —nxr_axr_1)(Wr—1 —W*) +nép_1 — 2nCagr—1

=Br_1(wr—1 —w") + n(§r_1 — 2Cagr-1)

=Br_1(wr—1 — W) + vy

=Br_1...Bo(wo —w") + n(vr_1 + Br_wwr—2 + - +Br_1...Bivyg),

where,
B, :=1- 77th;|—7 £ = Xt(yt - <Xt7W*>) =xy2, V=& —2Cag;.
Therefore,

|wr —w*||? = || Br_1...Bo(wo — W*) + n(vr_1 + Br_ivr 2+ +Br_1...Biy)|?
<2(IBr_1. . Bo(wo = w*) P+ [ n(vr_1 + Broavp o + -+ By . Buw) [[2).

Bias\”,l"erm Variance Term
(12)
Bound on Bias Term:
Since wg — w* is independent of all x;’s, we have (w.p. > 1 — T3p),
T-1
Br—1 ... Bo(wo — w*)|* < [Br_i1...Bo|*wo — w*||* = || [] BjlI*lIlwo — w*|I?
j=0
SR 2 a2 & #1128 (112
= (T 1B512) Iwo — w2 < flwo — w2 2 w2, (13)
§=0
where (; follows by || AB|| < [|A[|||B]l, ¢ follows from using n < m and the fact that

with probability > 1 — g, we have ||x;||> < 1/, ie.,

Bj =1-mxx] <1 = [IBy] <[T]| = 1.
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Finally, (3 follows from wqy = O.

Bound on Variance Term:
In(vr-1 +Br_ivr—2+ -+ Br_1...Biv)|?

= 772H(€T—1 —2Cagr—1)+ -+ Bp_1...B1(§ — 240@0)”2
< 2772<H5T—1 + o+ Broy . Bigg|? + 4¢P g1+ -+ Brog - BlgOHQ)- (14)

We will compute the bound on each of the two terms separately and add them up.

Bound on ||gr—1 + Br_igr—2+--- +Br_1...Bigo|:
As g, is a Gaussian vector for all 0 < 7 < T — 1, and B, ’s are all independent of g, we have:

gr1+Broigro+---+Br1...Bigo =g~ N(0,Q),
where the covariance Q is given by:

Q=1+B;y Bl , +Br_ By 2Bl ,Bl ,+---+Br_;...BiB]...B]_,

T-1 T-1 T-1
=1+ ([[B)(]]B)"
T=1 j=71 j=T
7 oT-1 T—1 T—1 T-1 T—1
=1+ ([ B B)"+ > (IIBH(I]B)"
=1 j=71 j=T =741 j=1 j=T
Using Lemma 17, we have w.p. > 1 — T By4r1,maz-
FoT-1 T-1 7 T-1 T-1
T (> (IIBH(]B)" | =D T [ (T B[ BT
T=1 j=1 J=T =1 Jj=T Jj=T
7"_’
< d e m(T=7) (15)

—1 Bvarl,min

where Syari,min and Byarimax are the minimum and maximum /3’s respectively across all the
Lemma 17 invocations.
Furthermore, for any 7, we have:

T-1

T-1 T—1
IKIIBH (B I <][IBsI><1 (16)
J=T J=7 Jj=T

w.p. > 1 — (T — 7) B, where we use the fact that since n < m w.p. > 1— fBg,

Bj =1-mxx] =1 = [IB;]| <[T]| = 1.

22
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Thus using (15) and (16), we have:

= -1 T-1 T-1 T—1
Tr(Q) =Tr(D) + Tr | ) ( H B;) H +Tr Y (I B BT
T=1 j=71 j=T T=T4+1 j=T J=T

<d+zﬁ . _”“TT)JerHHB HB

T=7+1 =7

<d+ Le*nu(T*?)

o Bvarl,min

<d-(T-7)+ ie—w(T—F)_

varl,min

: ~ _ 101log(1 »
Hence, selecting T — 7 = ‘21180 7/7 i var1,min)

101
TI’(Q) < d- (777 log(l/ﬁvarl mln) + 3/83221,min> . (17)

1

T T =T 1)1

, we have w.p. > 1 — T'(Buari,max + 5B),

Now, using standard Gaussian property along with the bound on Tr(Q) given above we have w.p.
Z 1-—- T(ﬁvarl,max + BB) - Bt’f‘a

lgr—1 +Br_1gr_o+ -+ Br_1...Bigo| < v/Tr(Q)v/1og(1/5:)

101
S V dlog(l/ﬁtr) : \/W log(l/ﬁvarl,min) + 3ﬁ5291,min‘ (18)

Boundon |7 +Br_1&p o+ +Br_1...B1&]|
Note that

l&r_1 +Br_1€r_o+ -+ Br_q1...B1&
= HXT—lzT—l +Broixrozr—o+---+Bp_1... BIXOZOH = H\/—zH7

where z is a vector having entries [2q, ..., 27r_1] and V is a d x T matrix with the j*" column being
the vector Br_; ... Bjx;_1 and the T column being the vector xp_1.

Note that since each z; is independent and z; ~ N(0,0%) = z ~ N (0, 0°I)
— Vz ~ N(0,02VTV).

Therefore, using Lemma 16, we have with probability > 1 — 3y,

[Vz|? < Tr(0®VTV) +20° VTV |y /log(1/8;) + 2/|0*V TV log(1/8;)
< ?Tr(VTV) 4+ 20%|[VT V(g /log(1/8;) + 20*Tr(VT V) log(1/5;) (19)
= *T(VTV) +20%\ [ THVTVVTV) log(1/f7) + 20°Tr(VTV) log(1/ ;)

< o> TH(VTV) + 202\ /[ VTV Te(VTV) log(1/87) + 20°Te(VTV) log(1/5;)
+20°Tr(VTV), /log(1/8) + 20°Tr(VTV) log(1/5y)

= o*Tr(VTV)(1 +2/log(1/8;) + 2log(1/By))
< 50°Tr(VTV)log(1/8¢), (20)

)
)
=?Tr(VTV)
)
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where in (19), we have used the fact that | M|| < Tr(M) and | M| = 1/ Tr(MTM) for a symmetric
matrix M.
Our aim is now to compute the value:

T—1
Tr(VTV) = xz_1® + 3 [BroiBrs... Byx; |
j=1
T-1 T-1
= llxr—1?+ Y IC]] Bi)xjall?
T=1 j=7
7 oT-1 T-1 T-1
= llxr—1®+ DI Boxial®+ D> (]I Bi)xj-al* (21)
T=1  j=7 T=T+1 J=T
Using Lemma 17, we have w.p. > 1 — T'By4r2,maz-
FooT-1 T2
B )x: 12 < z__ = (T=7), (22)
; H(U ]) ! 1” B Zl 5vm"2,min
= J=T T=

where Sy4r2,min and Byar2,max are the minimum and maximum f3’s respectively across all the
Lemma 17 invocations.
Also, for any 7, we have w.p. > 1 — (T — 7)0p,

T-1 T-1
ICTT Boxj—al® < I TT BillPllxj—11? < llxj—|* < B3 log™(1/Bp), (23)
J=T j=T

. . 1 o
where we again use the fact that since n < 210 (1/5n) w.p. > 1— (B,

B; = 1—nxx! <1 — |By| <|T| = 1.

Using (22) and (23) in (21), we have w.p. at least 1 — T'Byqr2 max — (' — 7)Bx,max — 1B >
1- T(vaﬂ,max + /Bx,max + BB)9

T T-1 T_1 T—_1
TeOVTV) = et P+ S I Bl + 32 0L B
=1 j=r T=T+1 j=T
7 RZ T—1
< Rolog™* (1 Bmin) + 3 g mb e 4 ) R log”t (1 B
1 BvarQ,min =
T T=T+1
<R3 10g™(1/ By min)
+ Rigeinﬂ(Tf?)$ +R2 IOgQa(l/ﬁ ] )(T—%:— 1)
/B’UQTQ,min 1 —e N r X,min

2 2a ~ 3R§ —nu(T—7)
S Rw IOg (1/ﬂx,min)(T - 7') + —¢ s .

6var2,min
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_ 101 10g(1/ﬂva'r2,min)

Again, selecting T' — 7 ™

,wehave wp. > 1 — T(ﬁvarZ,max + ,Bx,max + BB)’
101
TF(VTV) < Rczrf ’ (10g2a(1/5x7mm)% log(l/ﬁva’r?,min) + 355222,min> : (24)

Using this in (18), we have w.p. > 1 — T'(Byar2,max + Bx,max + OB) — B¢,

101
IVall? < 502 B - (108 (1/ Bmin) - 108(1/ Buarzmin) + 30L88a.min) 8(1/B7) (25)

Combining (18) and (25) in (14), we obtain the overall variance bound w.p. at least 1 —

T(2ﬁvar,max + ﬁx,max + 5B) - Bf - ﬁtr,
In(vr—1 +Br_1wwr_o+-- +Br_i...Biwg)|?

< 21 (\|£T—1 +Bro1by o+ + Bror Bigl?
+4¢%”|gr—1 + Broigr—a+ -+ Br_1 ... Blgo\|2>
< 207 (5022 - (1082°(1/ i) 3 108(1/ Brarin) + 3830 102(1/ 7))
101
+ 4¢2a’dlog(1/By) <W log(1/Buar,min) + 36529,max))
— 20 ((502R2108(1/Buarmin) 1082 (1/ Bmin) Tog(1/5;)
+ 4G22 0108(1) 1r) 108(1 Brormin))
+ (50° R210g(1/8y) + 4¢%a*d10g(1/ i) ) 3500 ) (26)

where Bvar,max = maX(/Bvarl,maEu ﬂvarQ,mix) and /va’,min = max(ﬂvarl,mam ﬂvar2,max2-
Setting all the above (3’s as (3, and for 5 < 1/nu, we get w.p. at least 1 — (47 + 2)53,

Inr—1+Bravrs+--+Broy... Bivo)|? < 22 (502 R2 1og*2(1/8) + 4¢2a’d1og*(1/5)).
@7)

Using the Bias bound (13) and Variance bound (27) in (12) and setting the additional fOp arising
from the Bias bound as well to 3, we have w.p. > 1 — (57 + 2),

N N 210 o ~ ~
Iwr = wl? < 2([lw[? + = 7 (507 B2 log™*(1/5) + dc*a?dlog? (1/5) ) ).

Setting 5 = m, we getw.p. > 1 — WO\U’

1050 [210n - d
HWT—W*Hg2Hw*u+2,/T”R$aloga+lN+2 ;7 2CalogN.  (28)

Using (28) in (11), we get w.p. > 1 — m,
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Ixr((xz, wr) = yr)|l < Ko Ry log® N (/[H]z]lwr — w'| + o)

1 [2100 - d
< KR, 1og2aN(2 HHHQ(HW*H B T NG e KON 10gN> n a).
7 7

Now, o = a, s n. Hence, setting 7, s.t.,

[210n - d
1-4 ZZ aesn - Kov/[H[Jz - Rylog2 ™ N > 1/2, (29)

1.e., if

ﬁﬁmln{ 1 1012 . D) a . 21 y ! 2a-+2 i}v (30)
64-210-log*™* N K3RZ|H|| daZ;y 4-1050-log**** N RZ

then w.p. > 1 — m,

%z ((x7, wr) —yr)|| < ¢,

and

¢ = 4K9R, - 10g2* N - (\/HHHQHW*H +¢Ea). G1)

A.2.2. PROOF OF LEMMA 8

Proof As in the proof of Lemma 19, let us define:

B =T —nxix), & = (ye — (%0, W)Xt = 2i%s, vi = & — 20ag;.
Since there is no clipping, the update rule can be written as:

Wit — W =wy — W' — 7 clipe(x¢((x¢, we) — ye)) — 2nCagy

=w—w — 77<Xt(<Xt,Wt> = (X6, W) = 2)) + 2Cagt)

= (I — nxex] ) (Wi — W*) + &, — 2nCog;
= By(w; — w") + (&, — 2Cagt) = By(w — w™) + . (32)

From recursion,
wi —w =B 1...Bo(wo —W") +n(vi—1 + Bi_1vio+ -+ By ... Bivy). (33)

Note that both the recursive form (32) and the expanded form (33) are similar to that of equation (1)
in Jain et al. (2017) which analyzed a non-private version of SGD, except that we now have the term
vy = &, — 2Cag; in place of &,.
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The above equation implies:

N N
W—w*z(% Z WT>—W*:% Z (wy —w")

T=N/2+1 T=N/2+1
2 N
=N Z (Br—l . Bo(wo— W) +nwe1 4+ +B,q. --BIVO))
T=N/2+1

9 N
= N Z BT,1...B0(W0—W*)
T=N/2+1
2n N
+— Z vi1+Br v o+ +Br1...Biyg.
T=N/2+1

Therefore,

’ 2

o 2 .
E [HW—WH%{]g( (X’END HN Z B:_1...Bg(wg —w*)

(x,9)~D N2t H
N
2 2 2
+ H—" S v +BHVT,2+-~+BH...BWUH ) ,
(xy)~D | I N iy H
W * 1 v * (|2
— L(W) - L(w") < 2(\/ E [|w-w&lvo=-=wvy_1=0]
(x,y)~D
Bias Term
2
+ E [IIw —w*|flwo = w*] ) (34)
(x,y)~D
Variance Term
where,
B (W -wlklve = =wna=0l= B ]S > B B
= = = = 1 en- ,
(x,y)~D (x,y)~D N N2 H
Bias Term

E U|W — W*||%_I|W() = w*] =

2 N 9
E H— E 1+ +B;—1...B H
(x,y)~D WD [II N Vroth et ! 1o H

(e T=N/2+1

Vv
Variance Term

This is because,
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Following along the lines of Jain et al. (2017), the Bias-Variance Analysis is as follows:

Bias Term Analysis

(X,E~D [||Wt - W*H2|V0 =:""=VN-1= 0] = (X7£ND [HWt - W*||2|g0~--gN—1 =0,&---&n1 = 0]
_ _ wH)12] — _ T wr®) ]2
= BB —w)P = BT ) (wes = w0l
_ o *(12] _ . * T *
= Bl —w P = B ol = ) (wi w))]

+ B (Wi = W), e P ax (wier = w))]

(X,y)ND
< E —-w*] -2n E W), H(w —w*
< B v —wi Pl =2 B ((we = w ), Hiwe g —w))]

FPRE B (Wi = W) H(we = w)

x,y)~D

= E [Iwia—w |} —n@-nR2) E [(wi1—w"),H(we1,w")
(va)N (X,y)ND
< B flwi-wP = B [((wir - w), H(wi 1, W) (35)
(x,y)~D (x,y)~D

S@A=nu) E (flwer —w Pl < (L —nu) E [lwo —w|*] = e7 w1,
(xy)~D (x;y)~D

where in (35), we have used the fact that n < %

The Bias Term’s contribution to the overall risk is therefore:

1 R?
- E w—w%lvg...un =0 <=2 E w—w%lvg... N1 =0
2 (xg)~D [||W w|[E|vo N-1 ]_ 9 (x,y)ND[HW w[|%|vo N-1 }
N
R2 2 2
g H* . —w* o UN_1=0
5 B |lw 2 W o

T=N/2+1

HWT —w*|’lgo...gn—1=0,&...Ey_1 = 0]

e lw? <

_ R N
< Z
T=N/24
_ R al R?
SN ; N

2
e 2 = SR w2 (36)

Variance Term Analysis
Now suppose wg = w*. Define the covariance matrix:

C.:= E - (wi —w*)(wy — w*) T |wo = w*] .
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Using the recursion wy1 — w* = By(wy — w*) + nuv; from (32), we have Cy1:

T
= Ealiwe o = 8B ) (B )

- {(Bt(wt_w*)) (Bt(wt—W*)>T:| b B D[(Bt(wt—w*))uﬂ

(x;y)~D Y~

n B (B -w))' |4 B[]

()~ (x0)~D
= o | (Bulwe = w) (Bulwe - W*)>T_ £ B [Biwi - w)(E] — 260g])
+n E [(st ~ 2¢ag) (Bi(wi - W*)>T: o B[ 2em) (€~ 2o
- (xgw _<Bt(wt B W*)) (Bt(wt - W*)>T_ * ”<x,§?~p [(Bt(wt - W*)>£ﬂ
A g

:
~oca B Le(Butwi—w)' |+ B (6~ 2c0m)(6 - 20e)T]

= B (Bt ) (Butwe - w) | 4 B [t6 - 200m) (6 - 26087]

Ge)~D (x.y)~
(37)
_ — — T 9 B B .
= (XJ%ND |:<Bt(Wt w )) (Bt(Wt w )) ] +1n (x,g,I/[;:ND [(ﬁt 2Cagy) (& — 2Cagy) } 7

where in (37) we have used the fact that ( E) . [€,] = 0 and E [g;] = 0 has been sampled at each
Xt,Yt )~

step independently of all other terms. Continuing to expand the above expression gives:

r T
Cip1 = (XEND _(Bt(wt -w )) (Bt(wt - w )) ]
+n?( E -2 E -2t E +4¢2a? E T
n ((waD [St&t ] ¢ (x)~D [gtgt ] ¢ (gD [gtgt ] ¢ (e )~D [gtgt ])
= B [Bilwi - w*)TBﬂ F2(2 - 0— 0+ 4¢%%T) (38)
X,y)~ L
= B L@ ) we— wh) (v w) T )| 407 (8 4 4¢%%D)
X,y ~ L
— E [ Jp— w\T E T " i\ T
GE o) B o) (w = w) w - w)T]
_ E _ow* _ wi\T T 2 E T Jp— T
n(xwwD [(wt w)(wy —w*) ! (xx )} +n wE [(xx )(wy — W' (xx )}
+ 7 (2 4+ 4¢%T)
=C; —nHC; —nC:H + 772( IE; - [XTCtxxxT} + 7% (2 4 4¢%0°T),
X,Y)~

where in (38) we have again used the fact that E [g;] = 0 has been sampled independently at each
step. Comparing this with equation (2) of Jain et al. (2017), we find that the term 42X has been
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replaced with 7%(2 + 4¢?aI) where 3 = ( IE) - [€,£]]. Therefore the bound for the Variance
Xt Yt )~

term follows almost similarly from the paper, except that X gets replaced with X + 4¢2aIL.
Using Lemma 18, we have the Variance Term contribution as

1 . Tr(Cwx)
- E _ *112 — *] <
2 (xy)~D (17 = w*lliglwo = w"] < (N —(N/2+1)+ 1)

1 UR% 2 2 1 -1 2 2
< i _ R — .
< N1 R%dy\z+4g oIl + NTr(H (X +4¢%a’D)) (39)

Using (36) and (39) in (34) in:
cw)—£ow) < ([ E (W wi o= = vy = 0]
~ 2\\/ (xy)~D H
2
+ E W — w*||4 |lwy = w*
o 1 = Wl = 7]

gives us the risk bound as:

1/ |R2 N 1 nR2 1 2
< Z (4] 222 omnu(T+1) ||y |2 — P sy 4402020 “Tr(H-1(D + 42021 )
< 1( Bemas Hw\+\/N1_nR% I+ 4¢2a2Tle + - Tr(H-1(S + 422T))

R: N2, L nR2 2 9 1 -1 2 2
< e (|| w* |2 + Nﬁduzﬂg oIl + L Tr(H (S +4¢%°D).

This gives us the required result. |

Appendix B. Missing Proofs from Section 3.2

B.1. Proof of Privacy Guarantees
B.1.1. PROOF OF LEMMA 12

Proof Since each of the computation in Step 3 of DP-STAT is of sensitivity one and the DP noise

variance is [logy(B/A)] a2, each step is (pi = W) -zCDP. Since we perform at most

2[log,
[logy(B/A)] of such computations, by standard zCDP property of Gaussian mechanism, and its
corresponding composition property (Bun and Steinke, 2016), the overall p = Eglzong(B/ Al pi = ﬁ

and thus the privacy guarantee follows immediately.

To prove the utility guarantee, first note that by standard concentration inequality for Gaussian
distribution and by union bound, it follows that w.p. at least 1 — [, none of the noise added
in [logy(B/A)] iterations of Step 3 exceeds I' = ay/2log(B/A)log(log(B/A)/B). We will
condition the rest of the proof on this event.

For any value of +; in iteration i of Step 3 of DP-STAT, |cpriy —¢| < T' = ¢—T" < cpriy < c+T.
Now note that, 1) if cpiy > sthenc+ 1" > s, and 2) if cpriy < sthenc—1'< s = ¢ < s since
the true count can never exceed s. Combining the two cases gives s — ' < ¢ < s.

Furthermore, in the doubling search of Algorithm DP-STAT, each choice for ~; is of the form
2it1A. Therefore, if the loop breaks out at iteration ¢*, there exists a v € [Qi*_lA, 21" A] S.t.
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s—=T < || (xi,w) —yi| <v:i€{0,...,s}}| < s. Hence, error in 7y, estimation can only be
off by a factor of two, and an additional discretization error of A. This implies the utility guarantee.
|

B.1.2. PROOF OF THEOREM 9

Proof Our analysis will broadly involve computing the Zero Mean Concentrated Differential Privacy
(zCDP) parameters and then using them to compute the Approximate Differential Privacy parameters.
The update Step 10 of Algorithm DP-AMBSSGD without the additive Gaussian noise is:

(=
—

Wil € Wi — % Chpg (XT(t)+i(<XT(t)+i7 Wt> - yT(t)+i))7

Il
=)

i
where clip, (v) = v-max {1, m } Therefore, the local Lo sensitivity of the wy 1 due to a sample

difference in the 7t" batch is Ay = %
2

Since g ~ N(0,1;%4), the above step is (pt,l — % _ ﬁ)-ZCDP since DP noise

9. 47]2{27520«2

b
standard deviation is nKTta. (Proposition 1.6 of Bun and Steinke (2016)) and from Lemma 12, Step

10is (pm = ﬁ)-ZCDP. Therefore by composition, each iteration step is (pt =pi1+ pr2 = %)-
zCDP. Observe that p; is a constant given a fixed value of a.

Since each data sample (x;,y;) Vi € [IN] appears in exactly one mini-batch and the algorithm
DP-AMBSSGD takes only a single pass over the entire data, by parallel composition of zCDPs, the
overall p for DP-AMBSSGD is given by p = max¢ () pr = ﬁ

Recall p-zCDP for an algorithm is equivalent to obtaining a (u, 1p)-Renyi differential privacy
(RDP) (Mironov, 2017) guarantee. In the following, we will optimize for 12 € [1, c0) and demonstrate
that for the choice of the noise multiplier & mentioned in the theorem statement satisfies (e, J)-DP,

which would conclude the proof. Our analysis is similar to that of Theorem 1 in Chien et al. (2021).
log(1/9)

Note that (u, up)-(RDP) = (e,d) Approximate Privacy where ¢ = up + =T Yu > 1.
Also note that eyin, = p + 24/plog(1/9) is attained at 3—Z =0 = pu=1+ \/W.

Consider a fixed . Since we want to minimize « (which scales as 1/ V/P), we need to
compute the maximum permissible p s.t. emin(p) < . Since enyin(p) is an increasing func-
tion of p (thus an increasing function of a) and a second order polynomial in ,/p with root at
VP = V/10g(1/6) + emin — v/10g(1/§), the maximum is achieved at eyin(p) = €. Therefore,

2 e?

 (V/1og(1/8) + & + /log(1/5))?’

% = (V/1og(1/6) + & — /log(1/3))

Since the above value of « satisfies (e, J)-DP and

g2 g2

(\/1og(1/0) + € 4 1/Tog(1/4))? = 4(log(1/0) + )’
2y/los(1/8) +¢ ensures (g, 0)-DP.

€

choosing o >
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B.2. Proof of Risk Bounds
B.2.1. AUXILIARY TECHNICAL LEMMAS
Here we first present a few results which will be used in proving our DP-AMBSSGD risk bounds.

Lemma 20 (From Jain et al. (2018)) For any learning rate n < m after N iterations
of non-private fixed mini-batch SGD Algorithm with batch size b, the bias error for the final iterate
and tail-averaged iterate respectively are given by:

L(wh) = L(w?) < (1 =) (L(wo) = LW")),

L(WYR) — L(w*) < (1 =)' (L{wo) — L(W")),

2N22

where w is the initialization of w and Wy.y := % i,i]g*l Wy,

Lemma 21 (From Jain et al. (2018)) For any learning rate n < m after N iterations
of non-private fixed mini-batch SGD Algorithm with batch size b the variance error for the final
iterate and tail-averaged iterate respectively are given by:

, . 2
L(wErione) — £L(w*) < LTH(HT;IS), LWEE) - Llw') < < TH(T 1S,
where Wy. N 1= % Ziigil wy. Further, if we define,
-1
— 1 tfN-1 2b
A (HL + HR - b (b - 1)H£HR> 27 WtN L N t' =t Wt’? 77 S Q.dH(Hﬁ‘FHR)_lEHQ )

T T(Hp+HR) ID)

then,
W d|(He + H) ' 2 o
(1-% =+ <bf1>|1H\|2>)(1fnb;*;uﬂ||2)

Lemma 22 [fn < m, T(t)=t-(b+ s) and By := < Zl 0 Xr(t)+s+iX T(t)+s+i>,
thenVj, E BIB;| <1-H.

Tr(7,7'%) < Tr(A) + <2Tr(H'X:).

(x,y)~
Proof
_ b—

= B DS ) (- E S el

277 b—1
=1-- (xgw Z 7 (i) +s+iXr( )+s+z]

772 b—1 b—1
T2 (X’END ; Z:OXT(J')+5+ix;r(j)+s+ix7(j)+8+mx1—(j)+s+m]
UK 2

—1- ?bH + (b(x E [1x]125xT] + (b 1)(( E ] ))
<1 27H + 77b (RZH +(b—1) HHHH) <1- nH( - %(Ri 4 (b— 1)HH|])). (40)
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Now, n < — H(RZ+

b
Rz +(b—1)[H]|

(b —1)||H||) < 1. Using this in (40) gives

.
E BB, <1-yH.

(x,y)~D
|
emma f v, b Zz:O £T(J)+S+z b 8> éT(t)-i-s—‘,-z = Zr(t)+s+iXr(t)+sti AN 7—( )
t-(b+s), thenV j
1 40
E vl =3+ 217,
(x)~D vl =525 e p 6]
Proof The covariance of v; is given by x END [yj ; ]
b-1 b—1
1 2@0& 2@'0( ' T
b—1 b—1 9 9
1 1 T 4
= E - - E J ol
(x,)~D <b 2 & ])+5+1) (b ;ET +s+z> B, [ 2 ggg]]
2¢; T 2¢;a
(X,EI,E;:ND [( b2 ZgT(j)+s+i> gj] (x,y) < Zéru +5+z>
1 124 T
o [(b D trpsess) (5 2o Erten) ] -0
4¢2 02
-0 E 2 ool Al
+(x1y)~D[ b? g]gJ] 41)
b1 b-1 2 9
1 1 4G o T
xy)ND [(b ;67 +s+z) (5 pars ET +s+kz> ] + (ngD [l)nggj
b—1 b—1
1 4(12 9
‘11
(x y)~D [bQ ; kZO§T +s+z£7'(j +s+k 2 (x)~D [Cj]
1 4o
=yt i1 42
b +bQ(X’)D[CJ]’ 42)
where in (41), we have used the fact that ( Il;j - &) +S+Z§ Histk| = Oif k # i due to
X,Y)~

the independence of the samples in (42) and the fact that [E

independently at each step.

33

) [gj] = 0 has been sampled
X,y ~D



VARSHNEY THAKURTA JAIN

B.2.2. PROOF OF LEMMA 13

Proof Since there is no clipping, the #t" iteration update is given by:

o
[y

2nGra

n
Wit1 = Wi — b XT(t)+s+i(<XT(t)+s+i7 W) — y’?’(t)"rs-‘ri) - Tgt’
=0
where 7(t) =t - (b+ s).
The update step can be written as:
b—1 b—1
. _ n L 2nGea
Wi —w = (I- b X7 () +s+iXr(t)+s+i g Zr(t)+s+iXr(t)+s+i — b gt
i=0 =0
0 0 2nGeex
t
— Wil = (I 9 Z T(t)+s+iX +S+Z>wt b Z Rr(t)+s+iXr(t)+s+i — Tgt
=0 1=0
b—1 b—1
~ (11 Jeor 1 _naa
b 4 X7 (t)+s+iXr(t)+s+i | @t b ()+s+z b t
1=0 =0
2 ta
= Biw; + 77< Z 57 t)+s+i gt)
= Biw; + nuy,
where
. b—1
* T
wpi=wy—w, Byi= <I 9 ZXT(t)+S+iXT(t)+5+Z')7
i=0
b—1
1 2(1504
ET(t)+s+i = Zr(t) s +iXr(t) +s+is Vit = b ZET(t)+s+i - Tgt-
i=0
Therefore, E w; — w*||2
B T w
b—1
1 210 2
“ oo [Pt - %)
eap | I H(We—1 — W) +17 b ;57(15 1)+s+i b 81|y
B B (v —w )]
1 2<t,10£ T *
+2 xy)ND (b ;57 (t—1)+s+i — Tgt—1> HB—1(wi—1 —w ))]
1 QCt 104
(xy)~D H (b Zz:é‘rt 1)+s+i ]
b—
1 21 2
- Bt vor 2l iy )1
(X,y)ND[H -1 (w1 — W[5 ]+ +(xy~ [ b; T(t=Dtsti — g 81 )|y
(43)
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That is,
(x,END [Ihwe =l (X,E;:ND {(Wt—l w') B, HB;1(wi—1 —w )}

1 b—1 1 b—1
- H( - .

+ (x7y (b ;57— (t—1 +s+1) (b g £T(t71)+8+l)

b1 2 9

2Ct 1 /1 LACE 10?

_9 2 H E o

(x,5)~D n (b ZO ET t—1 +s+z) g—1| + (gD [77 b2 g 1Hg: 1

<(1-nu) E [Hwtfl_W*H%{]+n7Tr(H2)_O+ E [n244t221a2]Tr(H) (44)
(x,y)~D b (x,y)~D b
2
<) B [wes = wlf] + 7 Tr(HS)
b B[P kR 0 N ([ lwis — I+ 0® + A%) | e (45)
xy)~D [ b

Oéz *
= (1= (=120 GRS R 1og ™ NTr(H) ) ) B [llwir —w' ]
7]2 a2
+ 5 Tr(H) + 12n2b—2K§R§ log** N (o2 + A%)Tr(H), (46)

where in (43) and (44) we have used the fact that ( ) [ET(t 1 +S+J =0,E[g1] = 0is
X,y
sampled independently of all the other terms at each step and Lemmas 22 and 23. In (45) we have

used the value:
G < RoKplog? N (VI H[wi = w'l| + 0+ A),

where A = HW]\)# as well as the fact Iy < H = |H||[|wi—1 — w*|)? < kl|lwi—1 — w* |3

Since T"- (b + s) = N, therefore if

2
> 12772?;—2K22R926n log® N'Tr(H)

Ui
2
(N )2 - 24na’ K3 R2k log' NTr(H)

7

then (46) gives ( IE; D [HWt - W*H%{]

)

2 2
<(1- 77,u/2)( I[;Z - (w1 — w*|&] + %Tr(HE) + 12772(;—2K22R§ log* N (0% + A%)Tr(H)

2 2 a?
< (1= nu/2)!wo — w|[% + o (%Tr(HE) + 12055 K3 R2 log™ N(o” + A2)Tr(H)>

2 24na
< e |wH | + I Tr(HE) + 722

i K3R2log! N(o? + A% Tr(H).
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Note that the Bias Term decay rate is nu/2. Fort = T/2 = b and T' = c1klog N, we have

2(b+s)

(2 HW*H%—I 21 24102 21 da 2
W vy = wI] < T HTHHE) + e KRS log™ N(o 4 A%)Tr(R)
47
Since Ct S RzKQ 1Og2a N(, / ”HH ||Wt — W*H + o + A), the bound on (x EN’D [CE}
< 3K2R%1o 4“N( E [Jw, —w*|? +02+A2>
x y)ND ¢F] 2 g (gD [[|we 1]
< 3K2R%logle N(Fa (e_"“/%HW*H%I + ZZTr(HE)
24
+ za K2R2log! N(o? + Az)Tr(H)> + % + AQ) (48)
1
is decreasing with ¢ (W.p. >1-— m>
Furthermore, from Lemma 23,
1 407
E [ T}:fz = E [T w 49
(x,y)~D Vit b + b2 (x,y)~D [Ct] “9)
Thus, if we define  s.t.
2= maX{Upper—Bound((x 3_;"1 [C% /2} )y ,Upper—Bound((x END [C%] )}
= Upper-Bound( { }
pper-Boun " ~D CT /2
— 3KZR? log4aN< 5oy wrys = we ] 0 4 a?), (50)
where in the last step we have used (48), then using (49),
1 402
2] - oot
S b (x, y)~D (]
1
<23+ —gQI vt e {T/2,...,T}. (51)

This implies that we can perform the tail-averaged iterate analysis by restarting the algorithm with
the initial value of wo = w5 obtained in (47) and replacing C% /2 with ( as defined in (50) for the

remaining 7'/2 iterations.
Thus, now consider re-running the algorithm for 7°/2 iterations with the initialization wg = wp /2
and constant (; = ¢ defined above. The ¢! iteration update is given by:

b—1
2«
= wip1 = B + 77( E Er(t)+sti — 7% gt) = Biw: + nuy, (52)
i=0
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1 b—1 2¢a
where, vy = § 370 &r(ty4sii — 5 8t
Expanding the recursion thus gives

wiy1 = Buwy 1 +nry = BBy 1. Bowo + (vt + By 1 + - - + By... Biyg)

t—1
= BtBt—l e B[)w[) + 7’](1/,5 + Z(Bt v Bt,kl/tflfk))
k=0
= Quywo+1 3 Qurryy = Wi + wthionee, (53)

=0

where, Q(ji) = B{By_1...Bjs.t. Q(j,t) = Tif 5 > ¢, w?ms = Q(O7t_1)w0, w;)arwmce =

1350 Qur1oVe,
Now, note that both the recursive form (52) and the expanded form (53) are the same as that
obtained in equation (12) in Jain et al. (2018) which analyzed a non- private version of fixed mini-
2 .
batch SGD Algorithm, except that we now have the term vy = Zz 0 &r(t)+s+i — % g in place

of .y
Jib
Following along similar lines, we denote the tail averaged iterate as (Note the change in indexing

since we are rerunning the algorithm with wo = w5 for only T /2 iterations):

iE Wy

t'=1

Then we have a similar tail averaged version of w:

T/2 T/2 T/2 T/2
o= % Z wy = % Z(w?lias + w;zzricmce) — ; Z bzas + = Z vamance
t'=1 t'=1 t'=1 t’ 1

Tail Averaged Bias Tail Averaged Bias

_ wbias + wvariance‘
The overall error can then be bounded as:
E(Wt) . [,(W*): %<H7 « Z%‘ND [wtw;r]> — %<H’ o END [( bias | wvamance)( i)ias + wi}ariance)TD

< (H, ((x7 END [winas (wgiaS)T} 4 " END [wgariance(w;)ariance)T} )
— (%(H, . END [w?zaS(wng)Tb n %<H, (X’END [wgariance(w;)ariance)T} >)

= 2( (Lwhe) = £(w)) + (Lwerione) — £(w)) ). (54)

Bias Term Risk Variance Term Risk

where, £(w?4%) — L(w*) :=

% <H, E [w?zas (wgias)T] >’ and
E(W%)ariance) _ £(W*) %<H

(xy)~D = '
IE; [w%)amance(wgamance)T} >

(x,y)~D
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Similarly, the overall error in the tail averaged iterate will be bounded as:

1
L(W) - L(w*) = ~(H, E [ T}
(W)~ £w) = 5H, B fawT])
) o T/2 o T/2 T L
—-(H, E , , ><7 TE[,T}
2< (xy)~D Zwt Zwt T Z r((x,y)fvD wrwr )
t’ 1 t’ 1 t'=1
T/2
T2 Z Tr Bt’—lwt’—lw;—lB;—l + 772Vt’—1’/;—1})
t'=1
T/2 9 o2
_ Z T Bt_lwt_le_lBtT_l} n %2 n "b2 ¢21) (55)
t'=1
T/2 )
< 2 tlz:l » wg/zaS(winaS)T} + (X’E;ZND [w;}/amance(w;amance)T )
— E(Wbuw) _ E(W*) +£(anriance) _ ﬁ(W*), (56)
Tail Averaged Bias Risk Tail Averaged Variance Risk
where in (55) we have used Lemma 23 and the discussion around (51), and
T/2
L") — L(w") = 3 T [wffaS(wg’faS)T} ),
t'=1
T/2
£(anriance) _ £ . 2 Z Tr [wg/ariance (w:t}/ariance)T] )
t'=1 Y

Bias Term Analysis:
By virtue of the form of Bias Variance Decomposition in (54) and (56), the Bias Term error for the
tail averaged iterate is the same as that of the non-private fixed mini-batch SGD case.

Therefore, using Lemmas 10 and 11 of Jain et al. (2018) in the form of Lemma 20, we get

8

L(W"*) — L(w*) < aae (W) = L(w")).

(7

e (LT m)(E£(wo) — £(w7)) <

Variance Term Analysis:

Note that the Variance Term denotes starting the initialising wg with the ground truth w* and letting
the inherent noise £ and additive DP Gaussian noise %Tag to drive the updates. We can therefore
write down the Variance Term wV™"¢¢ ypdates as:

variance ’UCLT’ZCLTLCS
wt

=B 1w, + i1

Wlth wvamance — 0
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Deﬁning (I)%)ariance — ( ]]% - [w%)ariance (w%)ariance)T] , we have
X7y ~
Qvariance — E [wvam'cmce wvariance T]
t (x,)~D t ( t )

:( ]]-;: D |:(Bt 1wvarwnce+nyt 1)(Bt71w€arwnce+nyt 1)T]
x7y ~

— E [(Bt_lw;)gqiance) (Bt— vaqzance)—r} + E |:th 1 (Bt lwvmimnce)—r}
(x,y)~D (x,y)~D
+ E |:(Bt lwvaqzance) 77’/2——1] + |:7]Vt_1771/;r_1]

(x,y)~D (x,y) ~D

— E |:(Bt 1wvmizance) (Bt 1wvamance)T:| +0+0+ ]E [nyt—lnyjfl}

(x,y)~D (x,y)~D

(38)

: S 4¢%a?
_ E |:B B (I)vamanceBT } 2(7 1)7
eapep LT ] A

where in (58) we have again used the fact the the fact that E [g;—1] = 0 has been sampled

(xy)~D
independently at each step and in the last step we have used Lemma 23.

Using the definition of B;_1 gives ( IE;: [Btfl'l’fggianceBtT_ﬂ
x,y)~D

T
= (xg%maD |:( 7721 0 X7(t—1)+s+iX (t 1)+s+z)@varmnce(1*721 =0 X7(t—1)+s+iX T(t,1)+s+i>

— (I _ nﬁ)q)ggqiance’
where T, represents the linear operator:

b—
Ty :=Hr +Hr — *M WiHLHR

and Hy, = H® I and Hr = I ® H represent the left and right multiplication linear operators
respectively.
Continuing to expand the recursion, we get

,I,%)ariance _ (I 7777)) varzance + 772 (% + 4Cb22a2 I)

2 t—1 C2 2

_ %(Z(I—T}'ﬁ,)k) (2+ 1 bo‘ I).

Furthermore, this sequence of covariances is non-decreasing w.r.t ¢:

2 2,2

gj_?imnce _ (I)%)a’/‘mnce — i E Ql t+1 (E + C )QIt+1 Z 0
b (x,y)~D b

By virtue of the form of the Variance Potential Decomposition above, the Variance error at iteration ¢

for the final as well as tail averaged iterate is the same as of the non-private fixed mini-batch SGD

case, except that we now have 3 + 4{1042 I in place of X of Jain et al. (2018).
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Therefore the bound for the Variance Term follows almost similarly from the paper, except that

3 gets replaced with 3 + 4Cia2 I. Using Lemmas 13, 14 and 15 of Jain et al. (2018) in the form of
Lemma 21, we obtain the tail averaged iterate for our case of additive DP noise as

LFUaTianee) _ £ i) < KR (7;—1 (2 + 4C2ba2 I)>’

Tb
such that if
A= (He+Hr— - (b— DHHR) (2+ Cz : I)
and i = e (HL+HR>211)<E+4CQJ’QI ;then
RI.Tr((HCqLHR)_l (2+@1)
(g, A2 | e + ) (2 + 52 T)
Tr<7z 1(E+TI>) < Tr(A) + (1_ n (R2 (b_l)HHH2))< 0 21;1HH” )
< oTr(H1(Z + ACa? I))
< 2 )
Thus we get:
L(wveriancey _ £(w*) < T% (Tr(H—lz) + A0 Tr(H—l)). (59)

Combining the tail averaged iterate’s Bias Error (57) and Variance Error (59) in (56), we get that at
for each iteration ¢, the overall risk for the tail averaged iterate as £L(W) — L£(w™)

_ £(sza3) o ﬁ(W*) + £(anrzance) _ ﬁ(W*)
Tail Averaged Bias Term Risk  Tail Averaged Variance Term Risk

<8
= 2272

e (Elwo) — L))+ o (Tr(E ) + 2

1
= Tr(H )) (60)

Using the value of C 2 from (50) and initialization wo = w /2 for the second run in (60) gives with

probability 1 — 5; (N) , L(W) — L(w*)
> W@ n“(x,gw’l) [HWT/Q — W ”H] + ﬁ(TI’(H 2)
4 2
+ 3K2R2 logt N(/@( Eliwrp - W %] + o + A2> . %Tr(H_l))

4 960
< (ygrge ™ K3RZrlogh NTr(H ™)) E — w2
—(wme + o KRR RIog  NTHHTY) B [wrya —w ]

1202

b

)

K2R2log N(o? + A2)Tr(H*1)). 61)
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Putting the value of E - [[lWr/2 — w*||§;] from (47) in above thus gives

(xy)~
— * —nu 960 2 p2 4a -1
L(W)—L(w") < (We + T K5R;klog™ NTr(H ))

w2 24ma?

(l'\“”i + S Tr(HE) + ZHem K3RS log N(o® + A%)Tr(H))
8 -1 1202 5 00 4q 2 2 -1

—|—T—b(Tr(H %) + K3 R} log"" N(o® + A*)Tr(H )).

which is the required result. |
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